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Abstract: This paper discussed how artificial intelligence can improve play and entertainment activities, whilst at 

the same time ensuring the safety of users, ethical issues and responsible use of technology. A research gap 

identified by the paper was how balancing creativity and user engagement (in play and entertainment activities) with 

children's privacy and psychological health can be addressed by AI-powered gaming. The paper is based on 

secondary information. The study found that when AI-powered gaming became more creative, more personal and 

more engaging for the user, it also raised risks for children's privacy and psychological health. The paper found that 

there was concern over the issues of too much screen time, algorithmic design, data privacy and protection, and 

digital content moderation. The study identified those AI-powered gaming needs to be designed with children at the 

centre, with stronger safety guarantees in place and effective parental supervision. Ethical issues include children's 

data privacy, algorithmic bias, manipulative design, gaming addiction, digital content moderation and digital well-

being, while governments should enact effective regulations governing AI-powered gaming. This calls for age-

appropriate design and control, strong privacy protection, transparent AI that is easy to turn off and clear, quality 

content for children and young people to access safely, creatively, and responsibly. 
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1. Introduction 

Artificial intelligence (AI) is revolutionizing the world 

of video games, enabling personalized gaming 

experiences, dynamic game play, computer-controlled 

characters, and artistic content production. This brings 

more entertainment and player engagement and gives 

way to interactive and imaginative education. 

However, the increased use of AI in gaming raises a 

number of concerns: user safety must be taken into 

account, especially since children may face gaming 

conditions that are not conducive to their safety due to 

persuasive game designs, failure to comply with age-

related content restrictions, excessive game hours, and 

other risks they may face in the online world. 

Moreover, there is a problem of data and how to 

collect it without harming people or violating their 

privacy (Cave and Dihal,2019). 

The main issue that needs to be addressed is the 

balancing act that gaming creators must perform 

between being creative, engaging the user, and being 

responsible for their safety and for the children. AI-

based recommendation systems, tracking systems for 

behaviour, and individualised rewards may make the 

process of gaming more enjoyable, but they may also 

prolong gaming sessions and expose young people to 

hazardous technology. In spite of the fact that the 

development of technology is currently ongoing, the 

issues of age-specific content, security of children’s 

data and ethics are still relevant. The fact that no 

continuous measures of child protection were 

developed and implemented in gaming contributes to 

the fact that creating safe digital space becomes 

problematic. 

Previous research has consistently explored AI-

supported gaming technologies, player participation, 

online security, and protection of minors as disjointed 

topics. As a result, a significant gap can be identified 

in understanding the way the stated dimensions 

interact, and how it is possible to ensure creativity and 

engagement at the same time without jeopardizing 

children's privacy, mental health, and online safety. 

Filling this gap implies an integrated analysis of 

opportunities opened by technology along with 

vulnerabilities of users, and ethical obligations and 

protection measures (Pedersen and et al.,2010). 

This research is warranted by the growing trend of 

young people engaging in AI-driven gaming and the 

apparent need for establishing responsible practices 

concerning digital entertainment. This study is based 

on secondary research regarding the interconnection 

between AI-based creativity, user engagement, and the 

protection of minors. It also deals with the ethical 

issues in the field, regulatory aspects, and practical 

safety measures. The outcome of this study is a 

balanced model encouraging innovations while 

protecting the rights, welfare, and safety of children 

when they play the games that utilize intelligence. 

 

2. Literature Review 

In today's modern world, artificial intelligence has 

become an essential part of game development. It is 

utilized in various applications, including adaptive 

game play, content generation, personalized gaming 

experiences, and intelligent non-player characters. As a 

result, artists and developers can take advantage of 

various tools and platforms to create amazing games. 

However, it raises concerns about a much-disputed 

algorithmic fairness, transparency, and accountability 

balance. Canca and et al. (2010) discussed the issue of 

responsible usage of AI in game development and the 

proper attention to ethical aspects of this industry. 

Unveiling the societal impact of artificial intelligence 

in game software focused on both advantages and 

disadvantages of using artificial intelligence in video 

games. 

Sas and et al. (2023) analyzed privacy communications 

in children's free-to-play games and emphasized the 

need for developmentally appropriate communication 

of data practices. The findings showed that traditional 

privacy announcements may not help the younger 

audience understand how their data is gathered and 

utilized. Taking the conversation forward, Zararsız 

(2025) studied privacy policies of free games that are 

present on Google Play Store. The research report's 

focus was on readability, child-oriented 

communication, and legal sufficiency of the privacy 

communications explored. The outcomes showed the 

necessity for more clear and straightforward privacy 

information for kids. 

Kanavos and et al. (2024) made a contribution by 

presenting Protectbot, a framework that utilizes 

artificial intelligence to recognize behaviour that might 

be predatory in gaming chat systems. Their research 

has shown how machine-learning technologies can 
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assist in the recognition of damaging communication 

behaviour patterns and in taking timely measures 

concerning such behaviour. It provided insights into 

the significance of following responsible AI principles 

in the gaming sector, which applies large automated 

systems in a manner that might create ethical 

questions. Zhuk (2025) studied the ethical aspects of 

the use of artificial intelligence in online gaming 

environments considering content moderation, privacy, 

and protection of personal data, as well as inclusivity 

and the need for cooperation between people and AI 

systems. The analysis points to how an appropriate 

approach to governance can integrate technology and 

transparency in decision-making and accountability of 

people. Mougiakou and et al. (2025) investigated the 

data protection issues of AI-dominated educational 

games in relation to the General Data Protection 

Regulation. The study presents the difficulty of 

acquiring genuine consent when dealing with AI 

technologies that are continuously generating new data 

about people. 

The key gap in the research is the insufficient 

implementation of AI creativity, user involvement, and 

considerations of children’s privacy and psychological 

health within a framework for digital entertainment. 

Research efforts must be directed at how game 

designers can achieve innovative solutions and 

enjoyable experience while following age-compliant 

principles, implementing transparent data usage 

practices and appropriate human intervention and 

protection methods. The current study bridges the 

existing gap through a secondary analysis of relevant 

literature and policy papers. 

 

3. Objective 

 

The objective of the paper is: 

1. To understand how AI can improve creativity, 

personalizing and encouraging engagement in playing 

games online. 

2. To establish the major risks that are faced by 

players who use games that are based on AI 

technology as far as kids’ safety is concerned. 

3. To explore ethical issues regarding protecting data, 

the way algorithms function, and how AI can be used 

responsibly. 

4. To give some recommendations regarding the 

implementation of all the measures required to ensure 

proper use of the mentioned technology. 

4. Methodology 

The research was conducted by secondary research 

relying on systematic review of relevant literature and 

policy documents related to AI-powered gaming, user 

safety, and child protection. Data were accessed from 

Scopus, Web of Science, IEEE Xplore, ACM Digital 

Library, and Google Scholar. The search term was 

"artificial intelligence in gaming", "AI-powered 

entertainment", "user safety", "child protection", "data 

privacy", and "ethical AI" combining Boolean 

operators. Inclusion criteria were peer-reviewed papers 

in English and published by 2015-2026 assessing the 

use of AI-based systems in gaming creativity user 

engagement, data privacy, psychological health, and 

digital safety.  

Duplicate records were excluded, and title/abstract 

evaluation and screening resulted in full text 

assessment. Relevant types of documents and those 

without adequate methodological information were 

excluded. The quality of selected papers was appraised 

using standards for research design transparency 

evidence, and research relevance. Using thematic 

analysis, the study summarized the research findings, 

identified the ethical issues, searched for research gaps, 

and proposed solutions for balancing gaming 

innovation and responsible AI use with child-

protection. 

 

5. Results and Discussion 

5.1 Role of AI technologies in Engagement and 

Personalization  

 

Artificial intelligence has made a huge impact on 

games and entertainment platforms. Due to fast 

advancements in technology, AI has been implemented 

in many entertainment platforms, making them more 

enjoyable and immersive for the users. The integration 

of AI has resulted in higher user engagement and 

personalization through several ways (McReynolds 

and et.al.,2017). Personalization of content through 

recommendations is one such impact of AI on 

entertainment platforms. User information like the type 

of content watched by users, the search history of the 

user, and even the time spent by the user in watching a 

particular content can be used by the platform to 

recommend relevant content for the user. In this 

manner, the process of the users trying to find the 
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suitable content is eliminated and leads to a better 

experience for the user (Davenport and et al.,2018). 

Furthermore, AI technology improves user experience 

by providing gamers with adaptive gaming features 

and dynamic video contents. For example, in the 

current video games, there is an AI element that makes 

the difficulty level of the game depend on the gaming 

abilities of the user. In this scenario, the game will be 

easy for the unskilled gamer while it will be very 

difficult for a gamer with high gaming skills (Smith 

and Shade,2018). Additionally, the use of AI allows 

non-player characters to behave in a realistic manner 

while reacting to actions taken by the player in the 

game. In video games and other entertainment systems, 

the use of voice assistants, chatbots and virtual 

characters to communicate with the users in order to 

solve their questions and participate in particular 

games is quite common (Holloway and Green, 2016). 

There are various applications for which artificial 

intelligence can be used, and one of the important 

areas where it can be applied is that of content 

generation. This means that the software creates music, 

graphics, and storylines for entertainment purposes 

(Kuss and Griffiths,2012). 

There is another dimension to the process of 

personalization through the process of emotion 

detection and analysis. The application would be able 

to discern the mindset of the user by observing his/her 

facial expressions, tone, or even messages, and so 

provide customized content according to the emotions 

of the user (Fantinato and et al.,2012). In case the 

application detects that the user is under stress, it 

would offer content that would reduce stress. If the 

user wishes to have fun, it would offer games for the 

user to indulge in. The program uses artificial 

intelligence technology to assess the user's 

performance and offer them personal rewards 

(Drachen and et al.,2012). 

AI ensures that learning and improvements are made 

consistently in the user experience. The application of 

machine learning involves analyzing vast amounts of 

data in order to discover patterns. This would result in 

the enhancement of the provision of better services that 

have characteristics that meet the desires and needs of 

the consumers, making it easier for them to get what 

they require from the service providers (Sosa,2016). 

Over time, there will be increased levels of precision 

and effectiveness. On the other hand, while AI makes 

it very easy for entertainment companies to personalize 

and engage their users, it does come with 

disadvantages (Jobin and et al.,2019). 

 

Table 1:  Merits and Demerits of Artificial 

Intelligence in Play and Entertainment 

 

Aspect Merits 

(Advantages) 

Demerits 

(Disadvantages) 

Global Reach Expands 

access to 

entertainment 

across 

different 

regions 

Digital divide 

and unequal 

access to AI 

technologies 

Innovation Enables new 

forms of 

interactive 

and 

immersive 

entertainment 

Ethical concerns 

and misuse of AI 

Cost 

Effectiveness 

Reduces 

operational 

costs for 

companies 

Job displacement 

in creative and 

entertainment 

industries 

Content 

Moderation 

Filters 

harmful and 

inappropriate 

content 

Risk of bias, 

censorship, or 

incorrect 

filtering 

Data Utilization Improves 

services 

through user 

data analysis 

Privacy and data 

security 

concerns 

Accessibility Inclusive 

platforms for 

people with 

disabilities 

May not fully 

replace human 

support 

Efficiency Faster content 

creation and 

automation 

Reduces human 

creativity and 

originality 

Content 

Recommendation 

Easy 

discovery of 

relevant 

movies, 

music, and 

games 

Creates echo 

chambers and 

limits diverse 

exposure 
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Gaming Realistic 

gameplay 

with 

intelligent 

NPCs 

Risk of addiction 

and excessive 

gaming 

User Experience Personalized 

and engaging 

content 

Overdependence 

on algorithms 

Source: Compiled by the author based on Schijven and 

Kikkawa(2022). 

Table 1 show that AI enhances games and 

entertainment using real-world experiences, 

personalization, and adaptation in gaming. However, 

there are several concerns about AI, including privacy 

concerns, addiction to video games, reduced human 

creativity, joblessness, and ethics in the digital 

entertainment industry (Picard,2000). The quick 

incorporation of Artificial Intelligence into 

entertainment activities has posed a unique challenge 

for researchers, whose main aim should be finding a 

balance between engagement improvement and ethical 

responsibilities (Lillard and et al.,2013). Nevertheless, 

the application of artificial intelligence technology 

within met averse games and entertainment has further 

enhanced the game experience. However, this creates a 

significant challenge, especially regarding addiction 

and mental effects associated with frequent exposure to 

an immersive environment (Hunicke,2005). 

 

5.2 Child-AI Interaction & Psychological Safety 

 

Generative AI toys tend to undermine rather than 

support social-emotional development among children 

at an early stage in comparison with classic toys. This 

is because these toys cannot cope with the ability to 

pretend-play and provide emotionally immature 

reactions. While AI toys promote curiosity, they do not 

contribute to "developmental friction" or learning how 

to deal with social obstacles (McStay and Rosner, 

2021). Moreover, they might misunderstand emotions 

and negatively affect the development of empathy as 

well as create opportunities for privacy breaches. It is a 

common occurrence for such toys to misunderstand 

children's emotions by confusing sadness and 

playfulness. An artificial intelligence that is 

"sycophantic" could be very bad for children learning 

how to deal with social disparities and disagreements. 

The validation of the user through an AI program 

means that the child gets stuck in a bubble where no 

critical social skills will ever be developed (Floridi and 

et al.,2018). 

Interaction of children with artificial intelligence 

through media and play is changing everything in the 

way children learn, communicate, and enjoy their 

playtime. With AI-based games, assistants, and 

adaptive learning systems, there can be a highly 

customized experience that adapts itself according to a 

child's actions and skills by modifying the level of 

challenge, content, and feedback accordingly (Fosch-

Villaronga and et al.,2018). Apart from increased 

engagement and enhanced cognitive skills, playtime is 

also enriched with creative thinking. At the same time, 

the issue of psychological safety cannot be ignored. 

Children are still growing emotionally, critically, and 

socially, and they are therefore susceptible to the 

impact of AI media. One of the dangers here is that 

children will be excessively reliant on their AI 

companions and artificial worlds and will neglect 

socializing with people in the physical world 

(Ginsburg,2007). 

The other issue related to the use of AI is exposure to 

the content and algorithms themselves. AI may 

inadvertently subject children to content that is 

harmful, discriminatory, or manipulative due to lack of 

regulation. Even though personalized algorithms have 

several benefits, they can also contribute to the 

creation of filter bubbles where children get to see 

content that reinforces certain behaviors or beliefs. 

Another issue is the inability of some children to tell 

whether they are communicating with an AI system or 

human beings (Martin-Ruiz and et. al.,2018). Children 

could develop unrealistic expectations about the 

relationship with AI-based systems. Another major 

concern in this area is privacy and data collection. The 

existence of a proper strategy for age-appropriate 

design, parental controls, transparency of algorithms, 

and ethics would allow achieving psychological safety. 

Children should be encouraged by parents and teachers 

to interact with AI technologies while avoiding any 

addiction to AI. In such a way, children will grow up 

in harmony with technological advancement 

(Mittelstadt and et.al.,2016). 
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5.3 Safety, Privacy & Ethical Guardrails 

 

Privacy, safety, and ethical considerations need to be 

important aspects to make sure that the use of artificial 

intelligence in the entertainment industry results in 

something beneficial without inflicting any damage to 

the consumers. This is because the use of artificial 

intelligence is becoming increasingly common in the 

video games and streaming industry, and hence we 

need to consider the aspect of safety while discussing 

its use in entertainment. When it comes to safety 

issues, the use of artificial intelligence in entertainment 

needs to have methods to regulate and filter out any 

dangerous content (Melhart and et. Al., 2024). 

In terms of privacy, the application of artificial 

intelligence services entails collecting large amounts of 

personal information regarding the user for customized 

services. Data minimization becomes a requirement in 

order to collect just enough data that is necessary for 

provision of that particular service. The consent 

requirement is another aspect where service providers 

are required to provide detailed information regarding 

what they will do using the data collected. Other 

aspects to consider include data security measures such 

as encryption and anonymization as well as secure 

storage of collected data. Issues of ethics concern 

aspects such as justice and transparency (Russell and 

et. al., 2019). There should be regular auditing and 

testing of software based on artificial intelligence in 

order to minimize forms of bias and discrimination. 

Aspects of safety are linked to issues of transparency, 

especially in relation to education on recommendation 

systems.. Generally, safety, privacy, and ethics in AI 

will help ensure that there is a great balance between 

entertainment and security. The role played by safety, 

privacy, and ethics in AI goes a long way in making 

sure that entertainment is fun while being secure 

always (Bickmore and Picard,2005). 

 

5.4 Potential Risks associated with AI 

AI has greatly improved the play and entertainment 

applications but there are risks that come with this and 

which need to be taken into consideration. Some of the 

main risks that AI brings into the field of play and 

entertainment include addiction of the user, 

inappropriate content, and violation of privacy rights. 

The first risk that AI in entertainment raises relates to 

the issue of addiction. These technologies are 

developed in such a way as to engage the user's mind 

and to give him or her constant supply of new content. 

The features such as auto-play and continuous scroll 

keep people on screens for many hours. On the one 

hand, this makes the process of using apps more 

interesting but on the other hand, this results in a 

serious problem with addiction of people, especially 

young users (Gorwa and et. Al.,2020). 

The issue of exposure to inappropriate content is 

another major area of concern. The role of moderating 

the content lies with the AI algorithms themselves; 

however, at times, these algorithms fail to deliver their 

expected performance. There is always a possibility 

that the user, particularly if he or she is a child, comes 

across violent, offensive, and misleading content. This 

happens because the AI algorithm gives importance to 

engagement above all (Milanoand et.al.,2020). In turn, 

it promotes the dissemination of content that seeks to 

achieve higher levels of engagement through the use of 

shocking content. The other situation where the AI 

algorithm will fail involves the interpretation of 

context. Data privacy and security present another 

problem facing AI technology (Bonicalzi and 

et.al.,2023). As AI works on gathering data from users, 

such as their preferences, browsing history, location, 

and in some cases, even biometrics, privacy is an 

important concern since there might be unauthorized 

access to that data, data breach, or misuse of that 

private information. The problem becomes more 

significant in cases where a company uses the 

collected data for targeted advertisements or even sells 

it to a third party without explicit user consent 

(Binns,2018). 

Further, there may arise an issue of bias and 

manipulation through the application of AI. 

Stereotyping or restrictions could take place, leading to 

what is termed as filter bubbles, whereby only content 

that aligns with their opinions is displayed before 

them. Artificial intelligence could make the platform 

capable of influencing user behavior into performing 

certain actions or purchasing something else. There is 

an ethical issue in terms of lack of autonomy and 

consent of the person using the service. Another 

problem in terms of risks related to the use of AI is 

related to the lack of accountability and transparency. 

Indeed, most AI systems function like black boxes, 
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which mean that it is not easy for users to know the 

rationale behind some choices (Denicolo and 

Pastorello, 2024). 

 

5.5 Ethical issues in AI-based entertainment 

systems 

  

The integration of artificial intelligence has led to 

evolution of modern gaming and entertainment 

technologies, but the technology's extensive adoption 

poses several ethical questions. The major ethical 

questions include algorithmic bias, user manipulation, 

and a lack of transparency in artificial intelligence 

technologies (Kietzmann and et.al.,2020). Some of the 

ethical concerns associated with the technology have 

both user- and platform-level effects. Algorithmic bias 

represents one such ethical problem associated with 

artificial intelligence technologies. AI requires huge 

amounts of data to identify user preferences and make 

suggestions based on them. However, when the 

algorithms are trained using data that exhibits some 

inherent bias in society and culture, the algorithms 

continue to reinforce them (King and Delfabbro,2018). 

The other significant issue associated with artificial 

intelligence is the manipulation of user actions. AI is 

usually geared towards maximizing user engagement, 

resulting in possible manipulation of users' actions 

through the system (Vaccari and Chadwick,2020). 

Through the process of gathering data from the user, 

AI can analyze the preferences of the user and provide 

personalized content to keep the user engaged for a 

longer duration of time. It will definitely benefit the 

user’s experience at the website; but it does involve an 

ethical issue whereby the platform manipulates its 

user’s behavior through psychology (Verma,2026). 

These include elements such as fear, curiosity, or 

seeking rewards. The problem of non-transparency 

adds to the already existing ethical considerations. 

Many AI algorithms function as "black boxes" – that 

is, there is no clear understanding of what goes on 

inside when an algorithm reaches certain decisions 

(Espindola,2025). On entertainment websites, a user 

may be unaware of the logic behind content 

suggestions or the way personal information is utilized 

by the site. It creates a significant power discrepancy 

between the platform provider and its consumers who 

have little understanding of how the algorithm works 

(Vorderer and Klimmt,2004). 

 

Table 2: Ethical Issues in AI Entertainment Systems 

Ethical Issue Description 

Accountability It may not be clear when an AI 

system causes damage to someone's 

reputation or generates material that 

may be seen as infringing on 

intellectual property laws. 

Data Privacy A lot of information on user behavior 

can be collected by streaming 

services and content platforms for the 

sake of building a model. 

Filter Bubbles & 

Algorithmic Bias 

Personalized systems can limit access 

to varied content and further entrench 

personal biases while preventing 

artists from gaining new insights. 

Lack of 

Authenticity/Bias 

Artificially created content can 

sometimes be cold, unemotional, or 

predictable. Moreover, it can continue 

the biases that exist in the data used 

for training. 

Worker 

Displacement 

Voiceover work, script writing, and 

the creation of visual effects by AI 

will deprive human professionals of 

job opportunities. 

Deepfakes & 

Consent 

Voice or acting style manipulation by 

using artificial intelligence without 

obtaining permission from the 

performer, resulting in disinformation 

and inappropriate use of the 

information. 

Intellectual 

Property & 

Authorship 

AI is capable of generating new work 

by learning from existing material 

owned by humans, raising questions 

about intellectual property ownership 

of the generated work. 

Source: Compiled by the author based on Thomas,2024 

Table 2 shown that some of the ethical issues 

associated with AI entertainment are privacy invasions, 

algorithmic biases, deepfakes, addiction, copyright 

issues, reduction of human creativity, and lack of 

transparency, accountability and emotional 

genuineness in online interactions.  The issue of 

transparency is connected with the problem of 

accountability since it is not clear who is to blame for 

negative outcomes of using artificial intelligence  the 

developer, the platform, or the system itself when AI 

algorithms generate misleading content that causes 

problems (Wanner and et.al.,2022). In this case, it 

becomes difficult to ensure accountability and 

implement ethical norms, which leads to the 

deterioration of relationships between users and AI 



2026; Volume II (I):1-15                  Eurasian Journal of Education and Psycholo  

 

© Eurasian Campus - Sri Lanka 2026, All Rights Reserved         8 

systems because people tend not to use platforms that 

do not satisfy their expectations regarding ethics. The 

problem of ethics in AI in entertainment becomes 

extremely important considering the high level of its 

popularity (Zeng and et.al.,2018). 

 

5.6 Regulatory frameworks and Industry guidelines 

for safe AI use in entertainment  

AI applications in the field of entertainment have 

increased dramatically, involving technology in 

various aspects including gaming, online streaming 

services, social media, and virtual reality. It becomes 

necessary for there to be rules or regulations governing 

the use of AI technology within the field of 

entertainment (Grimmelikhuijsen,2023). This is due to 

the fact that there are specific matters that should be 

considered when utilizing technology. Internationally 

speaking, the EU Artificial Intelligence Act has been 

recognized as one of the significant legislations. 

According to this law, AI technologies are classified 

into four categories, namely: unacceptable, high risk, 

limited risk, and minimum risk (Felzmann and 

et.al.,2020). AI technologies deemed harmful by nature 

would have to meet strict standards to be allowed to 

operate. In the case of the entertainment industry, the 

AI act ensures transparency in AI technologies 

employed in the industry as well as prevents 

manipulation of any sort. Apart from the legal statutes, 

there are some guiding principles set by the Ethics 

Guidelines for Trustworthy AI. This includes issues 

like openness, accountability, humanity, and non-

discrimination. Companies must consider these 

elements when creating an AI algorithm in order to 

avoid any form of violation of individual rights. It is 

common practice for entertainment companies to 

follow such ethical principles voluntarily (Przybylski 

and et.al.,2017). 

Sri Lanka's regulations on AI-driven gaming 

technology include the Personal Data Protection Act 

No. 9 of 2022 and the Online Safety Act No. 9 of 

2024. The former ensures protection of user's personal 

data, while the latter regulates online speech and some 

types of child abuse (Bopagamage,2026). These 

regulations set up a general overview of digital safety, 

but specific safeguarding measures for AI gaming 

technology, age-based restrictions, design 

manipulation, and interaction with virtual characters 

will need to be woven into these rules. Gaming 

developers should focus on a privacy-first approach, 

parental controls, transparent data collection and use, 

and complaint processes in protecting children 

(Tennakoon ans et.al.,2018). 

The Government of India aims to establish its own 

governance model for the country. The adopted model 

in India follows the principle-based approach. This 

approach is backed by the Ministry of Electronics and 

Information Technology (Ananny and Crawford, 

2018). In addition to safety and inclusiveness, 

transparency and accountability are some of the other 

key features of the model. While there is no bill 

regarding AI regulation in India, several legislations 

have been passed to govern digital platforms. For 

instance, the Information Technology Act, 2000 has 

been developed in relation to the criminal justice 

system, data protection, and intermediaries (Kroll and 

et.al.,2017). All the conditions set forth in the act shall 

be relevant to the use of AI in the entertainment sector. 

Furthermore, according to the Information Technology 

Rules, any illegal or unethical content must be deleted 

from digital platforms (Togelius andet.al.,2011). 

Industry guidelines are equally essential in 

safeguarding safety during the use of AI in 

entertainment. There are many corporations that apply 

self-regulation mechanisms such as rating the content, 

limiting the age of the audience, and implementing 

parental control in order to keep the vulnerable 

audience from harm, especially children (Cavaioni and 

et.al.,2026). AI can help in carrying out all these tasks 

through content moderation and interaction filters. 

Furthering this aspect of safe AI use are corporate 

governance policies that require companies to carry out 

audits and risk assessments, along with impact 

evaluations, on the AI technology used within an 

organization (Henriksen-Bulmer and et.al.,2024). 

Despite the existence of this framework, there are 

several issues that remain unaddressed. Diverse 

regulatory approaches adopted by different nations 

make these laws inconsistent when applied in 

connection with applications of global entertainment. 

The rapid advancements in technology also make it 

difficult for any legal model to be able to catch up with 

new AI technologies such as generative AI and virtual 

reality (Raji and et.al.,2020). 
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5.7 Benefits of immersive AI experiences with 

potential social and psychological risks 

Immersive AI technologies, which involve the use of 

VR, AR, and intelligent recommendation algorithms, 

have turned the realm of entertainment into an 

interactive environment that caters to the specific 

needs of each consumer (Selbst and et.al.,2019). 

Although the benefits of such developments are 

obvious, there are a number of negative social and 

psychological consequences associated with these 

technologies that should be considered carefully. First 

of all, immersive AI technologies provide for 

improved engagement on the part of consumers (Lee 

and See,2004). In particular, intelligent AI algorithms 

can process data about individual consumer 

preferences, behaviour, and emotional state in order to 

tailor entertainment products to specific consumer 

needs. This personal approach to entertaining 

customers makes the consumption process much more 

enjoyable and allows for greater customer interaction. 

Thus, virtual characters will react accordingly to player 

actions (Yannakakis and Togelius,2018). 

Furthermore, from the perspective of education, 

immersive AI can enable one to simulate real-world 

scenarios that are helpful in acquiring particular skills. 

An immersive AI also facilitates inclusivity and 

accessibility (Hoff and Bashir,2015). Those people 

who might have some kind of limitation to enter into 

real environments would find it easy to be active in 

virtual worlds. For example, people suffering from 

various disabilities can get involved in such activities 

where otherwise they would find it very tough, and 

those who are socially awkward can also interact 

through digital platforms (Shneiderman,2020). 

Another issue associated with data privacy and 

surveillance is posed by immersive AI technologies. 

The functioning of immersive AI systems is based on a 

heavy dependence on the collection and analysis of 

data related to the behavior, preferences, and other 

characteristics of users, including their biometrics like 

face recognition and voice tones (Tokarchuk and 

et.al.,2024). Consequently, the high level of 

dependence on data makes it easy to abuse and 

misinterpret this information, creating a number of 

privacy issues (Brey,2012). It is essential to recognize 

that the immersive nature of the environment provided 

by AI technologies may become dangerous for the 

users by offering them inappropriate material. Even 

with the help of AI moderation, it is possible to 

provide users with offensive or misleading data. 

Furthermore, the implementation of AI technology will 

mean that all the biases or stereotypes embedded in the 

data used to train the algorithm will be repeated, thus 

making the decisions taken by the machine biased 

(Zhu and et.al.,2021). Lastly, some psychological 

consequences, such as depression and low self-respect, 

may arise. The continuous comparison of one’s self 

with virtual models or experiences that have been 

designed to be flawless could result in feelings of 

inadequacy (Taddeo and Floridi,2018). 

5.8 Recommendations for Safe and Responsible 

Implementation of AI-Powered Gaming 

The successful integration of AI-powered gaming 

depends on a comprehensive strategy that considers 

technological advancement, player engagement, ethical 

considerations, and child safety. Developers should 

focus on child-centred and safety-by-design principles 

during the development process. This includes 

implementing age-appropriate content filters, parental 

controls, and reliable age-assurance systems to limit 

children's access to violent, sexually explicit, 

discriminatory, or otherwise harmful material. These 

protective measures should be reviewed and updated 

regularly to respond to new risks (Schijven and 

Kikkawa,2022). 

Second, gaming platforms should strengthen privacy 

protections. Data collected on players should be 

limited to what is necessary; consent obtained; data 

practices explained using plain language; and there 

should be secure options for correcting, deleting, or 

reviewing personal information. Additional protections 

should extend to the data of children, who should be 

protected from unnecessary profiling and targeted 

advertising. Third, AI gaming developers should 

enable transparency and accountability. Parents and 

players should be made aware of AI-generated content, 

personalised recommendations, automated moderation, 

or data-driven decisions in plain language; and 

independent audits should evaluate algorithmic bias, 

privacy risks, the output of harmful material, and 

security measures (Hodent and et.al.,2024). 
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Fourth, gaming companies should avoid manipulative 

engagement methods, like frequent notifications, 

exploitative reward systems, and misleading in-game 

purchases. Measures like spending limits, transparent 

pricing, parental approval for children's purchases and 

easy-to-use playtime controls are recommended. Fifth 

Governments educational institutions, parents, and 

technology companies should collaborate to set 

suitable standards, awareness campaigns, and reporting 

systems (Griffiths,2010). Developers should offer 

accessible ways to report harmful content, cyber-

bullying, harassment, and inappropriate AI 

interactions. Ongoing risk assessment, user feedback, 

and regular safety reviews should inform 

improvements. These steps can help provide creative, 

engaging, inclusive, and developmentally suitable 

digital entertainment while safeguarding children's 

rights, privacy, and psychological health (Boyle and 

et.la.,2012). 

Table 3: SWOT Analysis on AI in Play and 

Entertainment 

Strengths (Internal) Weaknesses (Internal) 

Algorithmic Hyper-

Personalization: Algorithms 

deliver personalized content 

suggestions, which boost 

user engagement by 20–

30%. 

Operational Optimization: 

Automation in video 

editing, analysis of scripts 

and VFX rendering saves 

time and money. 

Dynamic Adaptive 

Gaming: The use of AI 

ensures that game difficulty 

and NPCs change to make 

each game experience 

unique. 

Uncanny Valley 

Phenomenon: Artificial 

voices and figures with an 

odd sensation can disrupt the 

users' experience and affect 

their trust in the brands. 

Creative Homogenization: 

Excessive use of AI in 

creative processes can 

produce artificial works 

devoid of unique human 

creativity and ingenuity. 

High Entry Barriers: Building 

AI systems and employing 

qualified workers necessitates 

large amounts of money. 

Opportunities (External) Threats (External) 

Predictive accuracy: Film 

studios can utilize AI 

software like ScriptBook 

and Cinelytic to ensure 

predictive box office 

Risks Associated with 

Ethical/Regulatory 

Frameworks: One needs to 

consider issues related to 

copyright violations and the 

success, reducing financial 

risks before the start of 

production. 

Scalability: With the help 

of automation in dubbing 

and translating 

technologies, content 

becomes globally 

accessible and affordable. 

Monetization opportunities: 

AI-generated virtual 

influencers and immersive 

experience opportunities 

present new avenues for 

earning profits. 

misuse of deepfakes. 

Risks of Privacy: More 

stringent privacy-related 

regulations globally (like 

GDPR and CCPA) can 

constitute risk factors if there 

is too much use of data by 

personalized AI applications. 

Risk of Digital Inequalities: 

Indie game studios can have 

trouble competing with giants 

of technology, leading to 

monopolies. 

Source: Compiled by the author based on (Skobeltsina 

et.al.,2021) (Shesterin and Shesterina, 2022) 

6. Conclusion 

Gaming and entertainment AI can enable rich, unique, 

and adaptive experiences for gaming and entertainment 

through adjustable difficulty, character interactions, 

narrations, and content recommendations. When game 

developers have access to high levels of data 

collection, this often means risk for user safety, 

recommendations that promote a 'gaming addiction', 

and content that is inappropriate. Personalised content 

and increased levels of screen time can bring addiction 

and health risks. Better controls, transparency, and 

measures to safeguard children and vulnerable groups, 

ensure less risk of inappropriate content, and 

safeguards against exploitation of personal data are 

essential. Developers should use responsible data 

collection and design practices, and lawmakers should 

seek to ensure a fair level of regulation so that 

everyone can safely enjoy gaming experiences. 

Some measures have been taken by the governments 

for ensuring the safety and ethics associated with the 

use of AI in entertainment. These policies include the 

EU AI Act that covers aspects such as transparency, 

risk assessment, and accountability. Also, guidelines 

for the ethical use of AI and its implications for human 

beings have been created by the NITI Aayog of India. 

Moreover, the Digital Personal Data Protection Act 

2023 in India will help ensure privacy and security of 

data. Since there may be clashes between 

entertainment and safety, the implementation of some 
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measure related to transparency of how an algorithm 

impacts the production of content should be 

considered. It would involve the adoption of human-

centric AI. Also, some restrictions in terms of usage 

could be applied, along with some suggestions about 

well-being to prevent people from developing 

addictions. This research was based on secondary 

sources only and did not involve primary data 

collection. It should also consider how children 

interact with these technologies using empirical 

research. Privacy enhancement, moderation of age-

appropriate content, parental controls, transparency of 

AI governance by developers should be improved, and 

the long-term impact of AI-based gaming on children 

should be examined. 
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